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Build and deploy faster

Lower or mitigate risks

Make informed decisions

Why Cloud Architecture Matters 
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Everything fails, 
all the time.”
Werner Vogels
CTO, Amazon.com

“
Also - 
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The Situation

Meet Bob – Our new Junior developer, and taco enthusiast.

Bob just joined the team three months ago, fresh out of college. When he's not 
dreaming about finding the perfect taco truck, he's eager to prove himself as a 
developer. His manager just gave him his first solo project: deploying a website 

for a major government service that's expected to go viral once citizens 
discover how much time it will save them.

The conversation went something like this: 
Manager: "Bob, can you get this website up in AWS for the client?" 
Bob (confidently): "No problem! I've built WordPress sites on my laptop before!"

Bob gets to work and implements the application.
Proudly told his manager "It's live!" while heading out for his celebratory taco lunch
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A is for “Alice” and B is for “Bob”

Alice follows best practices Bob does NOT follow best practices
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2 No segmentation
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granted

5 Sensitive data not 
encrypted

1

6 No logging, 
monitoring, 
alerting

… now let’s help Alice 
have a great day!
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Better Practices: Identity and access management

1) Use multiple AWS accounts to 
reduce scope of impact

2) Use limited roles and grant 
temporary security credentials

3) Federate to an existing 
identity service

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

Production Staging

Secrets 
Manager

IAM IAM MFA token AWS IAM Identity 
Center

IAM Roles

AWS accounts provide 
administrative isolation between 
workloads across different lines 
of business, regions, stages of 
production and classes of data.

IAM roles and temporary 
security credentials mean you 
don't always have to manage 
long-term credentials and IAM 
users for each entity that 
requires access to a resource. 

Control access to AWS 
resources, and manage the 
authentication and authorization 
process without needing to 
recreate all your corporate 
users as IAM users.
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Better Practices: logging and monitoring

4) Turn on logging in all 
accounts, for all services, in 
all regions

5) Use the AWS platform’s 
built-in monitoring and 
alerting features

6) Use a separate AWS 
account to fetch and store 
copies of all logs

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
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AWS ConfigAmazon 
GuardDuty

AWS
CloudTrail

AWS Security 
Hub

Production Security

The AWS API history in 
CloudTrail enables security 
analysis, resource change 
tracking, and compliance 
auditing. GuardDuty provides 
managed threat intelligence and 
findings.

Monitoring a broad range of 
sources will ensure that 
unexpected occurrences are 
detected. Establish alarms and 
notifications for anomalous or 
sensitive account activity.

Configuring a security account 
to copy logs to a separate 
bucket ensures access to 
information which can be useful 
in security incident response 
workflows. 
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Better Practices: Infrastructure security

7) Create a threat prevention 
layer using AWS edge 
services

8) Create network zones with 
Virtual Private Clouds 
(VPCs) and security groups

9) Manage vulnerabilities 
through patching and 
scanning

Use the hundreds of worldwide 
points of presence in the AWS 
edge network to provide 
scalability, protect from denial-
of-service attacks, and protect 
from web application attacks.

Implement security controls at 
the boundaries of hosts and 
virtual networks within the cloud 
environment to enforce access 
policy.

Test virtual machine images 
and snapshots for operating 
system and application 
vulnerabilities throughout the 
build pipeline, and into the 
operational environment.

AWS WAFAWS ShieldAmazon 
CloudFront

CIS Web-Tier 
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CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
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CIS Web-Tier 
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Amazon 
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Security 
group

VPC
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Better Practices: Data protection
10) Use server-side encryption 
with provider managed keys

11) Encrypt data in transit 
(with no exceptions)

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

CIS Web-Tier 
Benchmark

CIS Foundation 
Benchmark

AWS KMS Data 
Encryption Key Amazon 

CloudFront
Certificate 
Manager

SSL / TLS / 
HTTPS

AWS Key Management Service 
(KMS) is seamlessly integrated 
with multiple AWS services. You 
can use a default master key or 
select a custom master key, 
both managed by AWS.

Encryption of data in transit 
provides protection from 
accidental disclosure, verifies 
the integrity of the data, and 
can be used to validate the 
remote connection.
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Pillars of the AWS well-architected framework

20

Cost 
OptimizationReliabilitySecurity

Operational 
Excellence

Performance 
Efficiency Sustainability
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Bob’s Bad Day

Security

Reliability

Operational Excellence
 
Performance Efficiency / 
Cost Optimization
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Security – Top design principles

• Implement a strong identity foundation

• Maintain traceability

• Apply security at all layers

• Automate security best practices

• Protect data in transit and at rest

• Keep people away from data

• Prepare for security events
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Reliability – Top design principles

Automatically recover from failure

Test recovery procedures

Scale horizontally to increase aggregate workload availability

Manage change through automation
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Operational Excellence 
Perform operations as code

Make frequent, small, reversible changes

Refine operation procedures frequently

Anticipate failure

Learn from all operational failures

Use managed services
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Performance Efficiency & Cost Optimization

Scale based on need

Go global in minutes

Use serverless architectures

Monitor usage and optimize for cost
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…but how do you scale this?
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Use accounts as building blocks

AWS Cloud

Storage

Compute

Networking 
and content 
delivery

and much 
more…

AWS account

Account limits
Quotas

Security
Natural boundaries, 

isolation

Compliance/
business processes

Billing, custom 
requirements
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With AWS Control Tower, you don’t have 
to choose between agility and control

You can have both

Governance
—

Security

Compliance

Operations

Spend management

Agility
—

Self-service access

Experiment fast

Respond quickly 
to change

Business agility and governance control
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Landing zone foundation of AWS Control Tower

Management account

AWS Control Tower AWS Organizations AWS IAM Identity 
Center

AWS 
CloudFormation

StackSets

AWS Service Catalog
(AWS Control Tower 

Account Factory)

Security OU Sandbox OU Identity Center 
directory

Log Archive 
account Security account Provisioned 

accounts

Account baseline

Centralized AWS CloudTrail and 
AWS Config logs

Account baseline

Security 
notifications

Security cross-
account roles

Amazon
Config Aggregator

Account baseline

Network baseline



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Want to learn more about Well Architected 
Foundations? 
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Thank you! 
Vinod Kisanagaram
Solutions Architect
AWS
vinodaws@amazon.com 
  

Please complete the survey 
for this session

Cloud architectural patterns: 
Platform and application best 

practices


